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Case Study

What happened?

How did we respond?
What did we learn?

Could it happen again?
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A Shot Across Our Bow

e March 20, 2014 — notified by external cyber
intelligence group about Twitter/Pastebin
posting by Anonymous, threatening attack

— result of highly publicized child custody case

— Anonymous: loose and decentralized group of
“hacktivist” individuals

e “dOx” of staff and presiding judge posted
e “Details” of BCH external web site posted
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Was This the Real “Anonymous”?

 Not hard to get details they posted
 Not hard to post a video on YouTube
e Should we just discount it then?

NO!!
e Convened Hospital’s Incident Response Team, began forming

contingency plans

— Especially focused on potential need to “go dark”, cutting
ourselves off from Internet if necessary

e Message to entire organization emphasizing vigilance, email
security best practices

e Contacted authorities
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It Begins

About 3 weeks later... low volume DDoS attack starts
Mitigated by network changes

Cat and mouse — we address attack, they change
tactic/increase volume

1 week later, Easter/Patriot” Day weekend (Boston
Marathon bombing 1 year anniversary)

— Massive uptick in DDoS volume
— Engaged 3 party vendor to assist in filtering traffic
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Internet Traffic During DDoS Attack

B Traffic that reached hospital Web server
B Malicious traffic filtered by vendor
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& o help to LFreeJustma means no website for you!
uptimesranstcs.com/en/quickiest.p...
We are #Anonymous. We give 0 fux.

Expand

Retweeted by Anon Mercurial

Bennett Claltor ©THECIRCLEC - Apr 20

"This is not a political case -- it's a human rights case and a shocking example
of government abuse of power.” > @HuckabeeShow #FreeJustina
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Anon Mercurial

ZBostonChildren€
#Anonymous & LAnnn AT (5] Iat j.,rﬂu continue your abhorrent practices.
#FreeJustina & Expect us.
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Retweeted by Anon Mercurial

HARBING=ZR @H4AR81MN93R - Apr 8

If saving a child’s life makes us terrorists in your eyes then so f***ing be it. We
give zero f***s.

#Anonymous #0pJustina #GlovesOff
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Not Just DDoS...

* Direct penetration attacks on exposed ports, web
sites

— Proactively took down virtually all externally facing sites:
research, philanthropy, patient and provider portals, etc...

e Massive influx of malware laden emails
— Proactively shut down entire email system for ~24 hrs

— Re-emphasized to staff to not open suspicious
mails/attachments

— Ensured no malware made it through filters
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In the news
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Late shift

Friday: Turning rainy at night;
high 58-63, low 41-46

Saturday: Rainy, cooler;
high 47-52, low 39-44

High tide: 8:30 a.m., £:04 p.m.
Sunrise: 5:48 Sunset: 7:37
Complete report, B13

BRUINS WIN IN OVERTIME, 3-2, PUSH RED WINGS TO THE BRINK — C1
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Cyberattack hits Children’s Hospital

May be the work
of group opposing
teen’s treatment

By Michael B. Farrell
and Patricia Wen
GLOBE STAFF

The infamous computer hacker
network known as Anonymous
threatened to attack Boston Chil-
dren’s Hospital over the child cus-
tody case involving Justina Pelle-
tier last month, just a few weeks
before the medical center’s website
was subjected to numerous cyber-
assaults,

The anti-authority members of Anonymous
somelimes appear in Guy Fawkes masks.

Anonymous has made its inter-
est in the case clear. Several weeks
ago, the group claimed responsi-
bility for an attack on the website
of Wayside Youth and Family Sup-
port Network, the Framingham
residential facility where 15-vear
old Justina has been living since
January under state custody:

After the more recent attack on
Children’s, some patients and
medical personnel could not use
their online accounts to check ap-
pointments, test results, and other
case information after the hospital
shut down those Web pages.

The threats from Anonymous
are the latest to emerge against
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SUpports digital and AFK activi
Fight behind you. - youranonnews . org
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Tweets

Anon Mercural ©AnonMercurial - 22h
NSTAR_MNews We advise you to stop helping Boston Children’s Hospital if you
like your website to work: uptimestatistics.com/en/quicktest.p...
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It Ends

 About 1 week after high volume DDoS started,
it abruptly declined, to a low trickle

* Only gradually brought externally facing sites
back online, after extensive 3" party
(re)penetration testing

 Took a deep breath!
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Out of all bad things...
...good things come
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When ‘Hacktivists’ Target Your Hospital

Daniel J. Nigrin, M.D.

arlier this year, Boston Children’s Hospital was  mation about the hospital’s pub-
targeted in a sustained cyberattack purportedly = licfacing website, suggesting that

ER it might become a target.
instigated by the hacker group known as Anonymous. Svaral wesks dater: -vhie ok

With cybersecurity becoming an increasingly im- pital began to experience a low-
level “Adictributed denial of cer-
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What Did We Learn

DDoS countermeasures are critical!

Know what systems (or features within systems) depend
on Internet access, and have contingency plans for those

Recognize importance of email, and need for alternate
forms of communication

Need to push through security initiatives — no excuses
anymore

Securing teleconference meetings
Separating signal from noise
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And Most Importantly

As an industry, we’ve got to pay closer attention to
these threats, and prioritize our efforts against
them, far more than we have done in the past
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