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Objectives 

At the completion of the session, the participants will 
be able to: 
 

1. Describe consumer eHealth 

2. Give examples of   variations on “health” care:  
provider based care, new care models, shared 
decision-making, self-care and well care. 

3. List 3 safety reports and why they are important for 
nurses  in all roles, especially informatics and 
research  
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Patient Engagement and 
Activation 
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Patient engagement  
• Actions people take for their health and to benefit from care 
• Use of tools, activities, and relationships (by and for both patients and care 

teams) that promote shared decision-making and facilitate improved care 
outcomes for patients through empowerment 

• Patient engagement spans the continuum of healthcare and therefore relates to 
those experiences within healthcare organizations, the community, and at home  

[Institute for Healthcare Improvement] 

Patient activation is understanding one’s role in the care process and having the 
knowledge, skill and confidence to manage one’s health and healthcare. 

   [Judith Hibbard] 



Information 
Technology 

Healthcare System 

Consumers’  
Everyday 
Health 
  

What is “eHealth”?  

= eHealth 



Elements of Engagement  
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Let Patients Help  
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Let Patients Help  
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Bonnie L. Westra, PhD, RN, FAAN, FACMI  
Associate Professor & Director Center for Nursing Informatics 
University of Minnesota, School of Nursing 

Dave 

iframe width="960" height="720" src="/www.youtube.com/embed/duDPoMFfgUE?rel=0" frameborder="0" allowfullscreen></iframe


IOM Report 11/2011 
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http://www.iom.edu/Reports/2011/Health-IT-and-Patient-Safety-Building-Safer-Systems-for-Better-Care.aspx 

 

• Enabling patients/families to participate in care  
 

• Helping patients and families become more  
knowledgeable re: treatments  

 

• Improving communication among health care  
      providers, patients, and families  
 

• Facilitating shared decision making  
 
 

“There are significant gaps in the literature 
regarding how health IT impacts  patient safety 
overall “ 
 

Health IT can lead to safer care by: 
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EFFICIENCY  
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“…Six Specific Aims for Improvement 
 

11 

 

Health care should be:  
 

1. Safe 
2. Timely 
3. Effective  
4. Efficient 
5. Equitable 
6. Patient-Centered 
 

http://books.nap.edu/openbook.php?record_id=10027&page=40 



Triple Aim:  
Better health, better care, lower cost 

Big Picture - The Triple Aim:   
Consumer Engagement to Better Health 

New Payment 
Models/Practice Efficiencies  

 Transformation 

Support 

Incentives 

MU Tools/Functionality   

• Accountable Care  Organizations ACOs 
• Comprehensive Primary Care initiative CPCI  
• Patient Center Medical Home PCMH 
• Health Exchanges/ Private Plans/ HDMSA 

• Workflow redesign  
• Consumer engagement facilitation 
• Portal implementation 
• Consumer access to information 

•  (VDT) health information 
• Clinical summaries 
• Patient-specific education resources 
• Use Secure Electronic Messaging 



Wisdom of the Crowd 
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Engaging Consumers is Integral to the 
Federal Health IT Strategy  

…through information, 
communication, & tools.  

 

www.healthit.hhs.gov/strategicplan  14 

http://www.healthit.hhs.gov/strategicplan
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Shared Decision-making 
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Rethinking 
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The Learning Health System 9/2012 

http://www.iom.edu/Reports/2012/Best-Care-at-Lower-Cost-The-Path-to-Continuously-Learning-Health-Care-in-America.aspx 
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CONSISTENCY 
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• What are consumer perceptions and experiences 
with Health Information Exchange? 
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Perceptions  + Experiences =  
Level of Trust  
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Consumers are experiencing HIE gaps  

Approximately 1 in 3 consumer 
experienced  at least one  gap in health 

information within the last year  

 
Provide medical history again  
because provider hadn’t received 
records from another provider 

Bring the results of medical 
exam/test result to a provider 

Wait longer than reasonable for the 
results of a test  

Redo a test or procedure because no 
longer available 

Had to provide medical history again 
because chart could not be found  

22% 

17% 

13% 

8% 

8% 

Source: ONC Privacy Security Survey, 2012 



Consumer expectations of HIE 

• Consumers think HIE is already happening 

• They want their providers to have this capability 
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Over half of consumers believe that their 
healthcare provider shares their medical record 

with other providers treating them 

Among those who don’t believe their 
provider has the capability, most believe 

that they should have the capability 

81% 

Source: ONC Privacy Security Survey, 2012 
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Consumers’ Access to their Data  
is  Limited and Inconsistent  

One–quarter of hospitals have capability to 
provide patients the ability to electronically view, 

download, or transmit their health information 

One in five of consumers was given 
online access by any health care 

provider within the last 12 months 

Source: AHA health IT Supplement,2012; National Electronic Health Record Survey, 2012; ONC Privacy Security Survey, 2012 

Half of providers have capability 
to provide electronic copy of 

health information 

Four in five hospitals have 
capability to provide electronic 

copy of health information 



Blue Button and the 3 “A”s 

Action 

Attitudes 

Access 



Blue Button Brand Value 
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RELEVANCE 

http://liminal.razorfish.com/?page_id=13
http://liminal.razorfish.com/?page_id=13


Unintended Consequences Work  
Group 9/2012 

27 
http://www.healthit.gov/sites/default/files/final_report_building_better_consumer_ehealth.pdf 

• Provide options other than computer 
usage:  text messaging to phones, and 
use of smart phone applications.  

 

• Tailor interventions to language, 
culture, and literacy of  patients and 
lay caregivers. 

 

• Shift to service delivery and payment 
models, such as accountable care 
organizations and pay for 
performance. 
 

• Research needs- Many questions for 
further research  

Strategies to overcome unintended consequences:  



Blue Button Connector 
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What Matters 



Have you heard 
  

• 69-80% felt better prepared for visits 
 

• 77-87% felt more in control of their care 
 

• 60-78% among those taking medications reported  “doing better 
with taking my medications as prescribed”  
 

• 70-72% of patients across the three sites reported taking better 
care of themselves 
 

• 77-85% reported better understanding of their health and medical 
conditions  
 

• 76-83% reported remembering the plan for their care better 
 

31 
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DHHS, HIT Patient Safety Action & 
Surveillance Plan, 7/2013 

32 http://www.healthit.gov/sites/default/files/safety_plan_master.pdf 

•Improve knowledge of health IT safety; 
make it easier for clinicians to report 
health IT-related events and hazards 
 
•Encourage the use of Common Formats 
in hospital incident reporting programs  
 
•Collect, aggregate, and analyze patient 
safety reports leverage the work of AHRQ 
 
•Incorporate health IT safety in post-
market surveillance of certified EHR 
technology (CEHRT) 
 
•Support research and development of 
tools and best practices 
 

Plan Highlights : 



Elements of Engagement  
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BJ Fogg Behavior Model 

7/23/2014 http://behaviormodel.org/ 34 



Having  A Great Day 
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“                                                                                             “ 



Wellness 
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FDASIA Report 4/2014 

38 http://www.fda.gov/downloads/AboutFDA/CentersOffices/OfficeofMedicalProductsandTobacco/CDRH/CDRHReports/UCM391521.pdf 

FDASIA Draft Report, April 2014 

“We believe a limited, narrowly-
tailored approach that primarily 
relies on ONC-coordinated 
activities and private sector 
capabilities is prudent.  
 

• HIT Safety Center. Health IT 
safety is integral to and 
inseparable from patient 
safety.  Center will avoid 
“silo” separating health IT 
from patient safety.  

 

 



Growing Research on  
Health IT and Patient Safety 

• Pennsylvania Patient Safety Authority Advisories- Role of Electronic 
Health Record in Patient Safety Events, Dec. 2012; Spotlight on EHR 
Errors:  Paper or Electronic Hybrid Workflows, June 2013  
 

• CRICO, Malpractice Claims Analysis Confirms Risks in EHRs, February 
2014, in www.psqh.com 
 

• ECRI Institute PSO, Deep Dive:  Health IT, Dec 2012 
 

• ONC sponsored research from 2 PSO databases and The Joint 
Commission will be published this fall. 
 

• ONC’s SAFER Guides – 158 evidence-based HIT safety recommended 
practices in 9 areas, with references. 
http://www.healthit.gov/safer/safer-guides 
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Research Issues 

• In large adverse event databases, health IT events are not 
common. 
– IOM research found under 1% in databases before 2011 
– Some preliminary evidence suggests that overall events decline after 

adoption of EHRs with CPOE systems 
 

• Why don’t we see more health IT events in databases? 
– Health IT-related events are, in fact, not common (and/or) 
– People who report are not trained to see role of health IT 

 

• Defining health IT-related adverse events is inconsistent.  
  
• Research does not distinguish faulty health IT from health IT 

that could have prevented an event if it had been better 

40 



 
 
 
 
 
ONC: Rand – ECRI Study 
Health IT Risk Management  5/2014 

Lessons learned: 
 

• Organizations are more likely to address 
“known problems.”  
 

• For success, need effective risk 
management leadership with executive 
level support. 
 

• For success, health IT safety projects 
should align with other organizational 
priorities and initiatives, e.g.  achieving 
“meaningful use.”    
 

• Organizations have a poor understanding 
of how health IT introduces new risks.   
 

• Limited resources (e.g. staff time) always 
a challenge 
 

• Need for tools (to educate and suggest 
solutions) and metrics for monitoring. 
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The Risk is Real 

Ga. hospital CEO resigns after bumpy EHR rollout 

By Darius Tahir 

Posted: May 27, 2014 

 

Athens (Ga.) Regional Medical Center President and CEO James 
Thaw resigned amid complaints from the medical staff that his 
administration bungled the implementation of an electronic 
health-record system, according to local news reports.  
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On May 15, though, prominent local physicians sent a letter to Thaw and Senior Vice 
President and Chief Information Officer Gretchen Tegethoff complaining that the system 
was causing “medication errors” and “orders being lost or overlooked,” according to a 
report in the Athens Banner-Herald, which obtained a copy of the letter. The timeline was 
“too aggressive” and users were unready, the physicians said.  
 
Modern Healthcare, Healthcare Business News 
 



Safer Guide Layout  
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ONC’s Resources on  
Health IT Safety  

• Safety Assurance Factors for EHR Resilience (SAFER) 
Guides 

 

 

44 http://www.healthit.gov/safer/safer-guides 



ONC’s Resources on  
Health IT Safety  

Safety Assurance Factors for EHR Resilience (SAFER) 
Guides, January 2014 
 

Field Feedback: 

 Content helpful – 

 Usability- needs work! 
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ONC Contract: 
The Joint Commission Research 

• Evaluate de-identified sentinel events for role of health 
IT. Develop educational materials by October 2014 
 

• Study will inform TJC’s root cause analysis framework, 
which asks 24 questions, including: 

– To what degree was all the necessary information available 
when needed?  Accurate?  Complete?  Unambiguous? 

– Was available technology used as intended? 

– How might technology be introduced or redesigned to reduce 
risk in the future? 
 

• Should consider 8 “sociotechnical” factors. 
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The Eight Dimensions of the Socio-
Technical Model 

Hardware and software 

Clinical content 

Human-computer interface 

People 

Workflow and communication 

Internal organizational policies, 
procedures, environment, and culture  

External rules, regulations, 
and pressures 

System measurement and monitoring 
Adapted by permission from BMJ Publishing Group Limited. Sittig DF and Singh H. A new socio-technical model for studying 
health information technology in complex adaptive healthcare systems. Quality and Safety in Health Care. 19(Supplement 3): 
i68-74, October 2010;  doi: 10.1136/qshc.2010.042085  

http://dx.doi.org/10.1136/qshc.2010.042085


ECRI Institute PSO 2012 Deep Dive 
Health IT 

• Health IT components associated with adverse 
events, by frequency 

– Computerized Provider Order Entry (CPOE) system 

– Clinical documentation systems 

– Electronic medication administration record (eMAR) 

– Laboratory Information system (LIS) 

– Pharmacy system 

– Human-computer Interface 

– Radiology/diagnostic imaging system 
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HRO-  
Sharing lessons learned 
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http://theforum.sph.harvard.edu/events/bost
on-marathon-bombings/ 



High Reliability Organizations 

Manage for the unexpected and incorporate the 5 
principles of mindfulness 

 

1. Preoccupation with failure 

2. Reluctance to simplify interpretations  

3. Sensitivity to operations  

4. Commitment to resilience  

5. Deference to expertise 
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25.5 

51 



Health IT Safety -- a “Shared 
Responsibility” 

Is the private sector stepping up? 
• National Patient Safety Foundation (NPSF):  Health IT Safety 

Initiative, including healthcare providers, EHR developers, 
PSOs, patient safety and informatics experts and researchers. 

• ECRI Institute:  pilot Partnership for Promoting Health IT 
Patient Safety.  Alliance of healthcare providers, EHR 
developers, PSOs to gather adverse events data and design 
follow-up, within protected space of patient safety 
organizations.   

• Athenahealth EHR/Quantros PSO – EHR support for all-cause 
adverse event reporting 

• Pascal Metrics PSO “Risk Trigger® Monitoring”  
• Institute for Healthcare Improvement (IHI) Global Trigger Tool 
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Private Sector:  Stepping Up 

• Surescripts e-prescribing “White Coat of Quality” 
Program.  Works with EHR developers to improve e-
prescribing in ambulatory practices.  Best practices 
and standardized terminology for classifying e-
prescribing problems. 

• CPOE Evaluation Tool – available thru Leapfrog Group 

• ASHRM and AHLA – Minimizing EHR-related Serious 
Adverse Events 

• EHRA Code of Conduct  
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Takeaways 

• Consumer Engagement  

• Consumer eHealth  

• Shared decision making  

• Health 

• Wellness 

• Patient Experience 
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New technology: Baltimore 
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Selected Reading:  
Patient Safety and HIT 

• Crossing the Quality Chasm: A New Health System for the 21st Century. 2001 
– http://books.nap.edu/download.php?record_id=10027  

 

• IOM report, Health IT and Patient Safety:  Building Safer Systems for Better Care. 
Nov. 2011 
– http://www.iom.edu/Reports/2011/Health-IT-and-Patient-Safety-Building-Safer-

Systems-for-Better-Care.aspx 

• Building Better Consumer eHealth. September 2012 
– http://www.healthit.gov/sites/default/files/final_report_building_better_consumer_eh

ealth.pdf 

• DHHS, Health IT Patient Safety Action & Surveillance Plan. July 2, 2013 
– http://www.healthit.gov/sites/default/files/safety_plan_master.pdf 

• FDASIA Health IT Report:  Proposed Risk-Based Regulatory Framework and Strategy 
for Health IT April 2014 
– http://www.fda.gov/downloads/AboutFDA/CentersOffices/OfficeofMedicalProductsandTobacco/C

DRH/CDRHReports/UCM391521.pdf 

• Rand/ ECRIStudy: Promoting patient safety Through Effective Health Information 
Technology Risk Mangement  
– http://www.healthit.gov/sites/default/files/rr654_final_report_5-27-14.pdf 
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Ellen.Makar@HHS.GOV 
 

Ellen Makar MSN, RN-BC, CCM, CPHIMS, CENP 
 

Senior Policy Advisor 
Office of Clinical Quality and Safety  

Office of the National Coordinator for Health IT 
  

US Department of Health and Human Services  
330C Street SW, Room 1104 

Washington DC 20201 
  

Work: 202-205-8116 
Mobile: 202-731-2774 

Personal Cell: 203-913-8798 
EMAIL: Ellen.Makar@hhs.gov 

http://www.linkedin.com/in/ellenmakar 
Twitter: Makarel5 
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“I’m from the 

government and I 

am here to help!”  

mailto:Ellen.Makar@HHS.GOV
mailto:Ellen.Makar@hhs.gov
http://www.linkedin.com/in/ellenmakar
http://www.linkedin.com/in/ellenmakar


Stay Connected 

Stay Connected, Communicate,  

and  Collaborate 

• Browse the ONC website at:  HealthIT.gov 
             
•  Signup for email updates:  
public.govdelivery.com/accounts/USHHSONC/subscriber/new?  
 
•  Visit the FACA page: 
 http://www.healthit.gov/facas/federal-advisory-committees-facas 

 
•  Request a speaker at: healthit.gov/requestspeaker  
 
•  Subscribe, watch, and share: 

 
•             @onc 
•             @makarel5 

 
 

https://www.linkedin.com/in/ellenmakar 
    
• Contact us at: onc.request@hhs.gov 
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